
 

  

 
 

 

 

 

Blog: Data Privacy and Customer Trust  

A Growing Issue in the Smart Home 
Environment 

 

Facebook lost over $60 billion in market capitalization in just two days for not handling customer data properly.  Don’t let 

this happen to your company.  This blog provides three specific recommendations that should be taken before you even 

start collecting customer data. 

 

Dennis Edens 
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What is Personal Information 

So, what is personal information.  Personally identifiable information (PII), or Sensitive Personal Information (SPI), as 
used in US privacy law and information security, is information that can be used on its own or with other information to 
identify, contact, or locate a single person, or to identify an individual in context.  Personal information that is “de-
identified” (maintained in a way that does not allow association with a specific person) is not considered sensitive. 

There are ways to de-identify data, but depending on how this is done, it may be possible to convert data that has been 
modified to be de-identifiable back to being associated with a specific individual.  Care is needed to prevent this from 
happening if this is not desirable or intended. 

Data collection through smart 

home opens up significant 

privacy needs.  You need to 

pay close attention to this 

factor to make your customer 

less jittery. 

What is the problem? 

More data and information than 

ever are being generated from 

smart home applications.  This trend 

is increasing at an exponential rate.  

How can you adequately protect this 

information and can you legally and 

ethically use it? 

Recommendations 

▪ Define roles and responsibilities 

within the organization that 

address customer data security, 

access and use. 

▪ Define specific processes and 

procedure on how customer 

data is collected, stored and 

used. 

▪ Leverage data to improve the 

customer experience and add 

value to the customer. 

 

Overview 

Based on the recent developments around Facebook and how they have handled customer 

data and information, it is very obvious that data privacy is an import and sensitive area.  

An area that, if not given proper thought and action, could cause a company huge 

problems, costing both monetary and customer loss.  Facebook lost over $60 billion market 

share in just two days. 

This blog outlines the increasing risks around the smart home and the amount of customer 

information that can and is being collected.  The focus of the service provider should be to 

use this information to delight customers and to make the customer’s experience more 

enjoyable.  By doing this, you will not only gain customer loyalty, but also capture market 

share.  Note that the operator that owns the customer data, will also own the home. 

Most companies are not organized around or have core strengths in collecting, analyzing 

and using customer data.  Successful companies, like Google, have seen the light and have 

leveraged customer data to provided features and services that people both need and 

want.  Some we wonder how we ever lived without. 

This blog provides a perspective on the sensitivity of customer data and how it can be seen 

as more than just a liability. 

 

The Problem 

More data and information than ever are being generated from the smart home.  This 

trend is increasing at an exponential rate.  How do you adequately protect this information, 

and can you legally and ethically use it? 

Legally, information is considered personal when the information or a collection of 

information can be used to identify a person or their location.  Some states have passed 

laws to protect personal information, some more stringent than others.  These laws have 

typically not kept pace with the evolution of the world wide web and the increase of data 

being generated and collected.  Laws are expected to change and become more protective 

of personal information.  Companies need to be aware of the laws but should act in a way 

that will best kept and grow their customer base. 
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Smart Home Status 

New smart home devices and applications are being introduced daily and will only become more wide spread.  One strong trend 

is the use of voice recognition to collect inputs.  This technology makes the amount of data that can be collected almost limitless.  

Many feel that voice (i.e., voice recognition) will become the primary application interface.  Knowing what data to collect and 

how to use this data will require careful planning. 

Possible Solutions and Recommendations 

So what is a service provider to do?  Well, I have three specific recommendations that should be implemented.  These include: 

▪ Define roles and responsibilities within the organization that address customer data security, access and use. 

▪ Define specific processes and procedure on how customer data is collected, stored and used. 

▪ Leverage data to improve the customer experience and add value to the customer when possible. 

Most companies are not organized in a way that puts the proper focus and importance around data.  Once the proper 

organization is in place, documented processes and procedures need to be created and put into practice.  Even defining and 

controlling who has access to the data is needed.  Having a strategy and plan around what data is to be collected and how it will 

be used is critical. 

Suggested Plan of Action 

Stay the course as outlined in my earlier smart home whitepaper.  As stated in this whitepaper, “security of customer data is  

critical and special care should be taken to make sure all necessary precautions are taken”.  Take steps to complying with all 

current regulatory requirements, understanding that these rules will likely change over time.  If you have not started collecting 

customer data yet, make sure you understand how customer data will be handled before taking steps to collect data.  Handled 

properly, data collection and data security can be used as a selling point, rather than just being a liability. 

As stated in the recommendations, after creating the proper organization, define a plan around the data to be collected and how 

it is to be used with the intent of improving your current service offerings and identifying new services that customers desire.  In 

simple terms, treat customer information and data the way you would want your data treated.  By doing this, you will gain the 

trust of the customer.  Being a good steward will allow you to own the customer data.  The operator that owns the customer data 

will also own “the home”. 

To continue to own the home, you will also need to use the data to add value for the customer and improve the overall customer 

experience.  The intent is to work to delight the customer.  Delighted customers lead to more customers, which leads to market 

share growth. 
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